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Response to Amendment 

1 . The amendment filed on 04/22/2008 including amended claims has been entered. 

2. Applicant's arguments filed on 04/22/2008 have been fully considered but they are not 
persuasive. 

3. The applicant contends, "Moriconi discloses a "global" security policy that centrally manages 
access privileges, and does not disclose or suggest the local policy for each local database network node 
may be different between the different local database network nodes associated with the same directory 

sharing the same role information." 

The examiner disagrees and would like to point out that Moriconi suggests that each client has a different 
policy (since each has a local client policy 318). Moriconi clearly suggests that users and roles can be 
local, as opposed to being global (see column 12, lines 31-40, Moriconi), so it's obvious that different 
nodes would have different role-specific policies with respect to users - were this not the case, then there 
would be no point in having users/policies that weren't global. 

Moriconi teaches that referring now to FIG. 3, a block diagram of one embodiment for non-volatile 
memory 1 38, located within client 1 1 6 of FIG. 1 , is shown. In the FIG. 3 embodiment, non-volatile 
memory 138 preferably includes an application guard 310 that grants or denies access to various 
components of client 1 16, as specified by a pre-determined policy. For example, various components of 
client 116 can include applications, data, and/or objects. In the FIG. 3 embodiment, application guard 
310 preferably includes at least one application 312, an authorization library program 314, an 
authorization engine program 316, and a local client policy 318 (fig. 3, col. 9, lines 10-20, Moriconi). 
Moriconi teaches that since the application guards 310 can be distributed among various clients 116, and 
each application guard 310 has its own specific local client policy 318 (col. 10, lines 18-20, Moriconi). 
Moriconi teaches that referring now to FIG. 9, a flowchart of one embodiment of menu option navigate 
tree 814 in management station 212 is shown. Navigate tree 814 provides a set of options for an 
administrator to add, delete, and/or modify features on server 1 12 or client 116. The features that an 
administrator may add, delete, and/or modify include global users 910, global roles 912, directories 914, 
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local roles 916, local users 918, applications 920, application guards 922, and declarations 924. At step 
926, the system administrator may then exit from navigate tree 814 (fig. 9, col. 12, lines 31-40, Moriconi). 
Claim Rejections - 35 USC §101 

4. 35 U.S.C. 101 reads as follows: 

Whoever Invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

5. Claim 19 is rejected under 35 U.S.C. 101 because the claimed invention is directed to non- 
statutory subject matter. The claim 19 recites a system comprising "pure" data (data structure) such as 
"directory", "data objects", etc. 

6. Claim 39 is rejected under 35 U.S.C. 101 because the claimed invention is directed to non- 
statutory subject matter. The claim 39 recites a " medium usable by a processor", however the 
specification at page 66 describes the medium as being "carrier waves", "acoustic or light waves", " radio 
wave", etc. 

Ciaim Rejections - 35 USC § 103 

7. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness 

rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

8. The factual inquiries set forth in Grahamy. John Deere Co., 383 U.S. 1, 148 USPQ 459 (1966), 
that are applied for establishing a background for determining obviousness under 35 U.S.C. 103(a) are 
summarized as follows: 

1 . Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at issue. 

3. Resolving the level of ordinary skill in the pertinent art. 

4. Considering objective evidence present in the application indicating obviousness or 
nonobviousness. 

9. Claims 1 , 54-56 are rejected under 35 U.S.C. 103(a) as being unpatentable over Cohen et al. (US 
6,178,51 1 B1) in view of Moriconi et al. (US 6,158,010). 
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As per claim 1 , Cohen et al. teach a method for managing user access information for access to 
one or more database network nodes, the method comprising: storing database user authentication 
information; receiving an access request from a user for the local database network node; authenticating 
the user based upon the database user authentication information (fig. 2, col. 4, lines 35-45, lines 61-67, 
col. 5, lines 16-40, Cohen et al.). 

However Cohen et al. do not explicitly teach the specific use of storing database user authorization in a 
central directory that is associated with one or more network nodes, the database user authorization 
comprising a user role, wherein the database user authorization is stored as one or more data objects in 
the central directory; receiving the user role at a local database network node from the central directory; 
determining a local policy having user privileges for the local database network node, wherein the local 
policy is determined by locally processing the user role that is at the central directory, wherein the act of 
locally processing is performed at the local database network node that is one of the one or more 
database network nodes that is associated with the central directory, wherein the local policy is different 
than another local policy determined at another local database network that is another one of the one or 
more database network node based on the user role; and granting the user privileges on the local 
database network node based upon the local policy. 

Moriconi et al. in an analogous art teach a system that combines a centrally managed policy database 
with distributed authorization (access control) services that enforce the policy for all applications across 
the organization (col. 3, lines 63-67, Moriconi et al.). Moriconi et al teach that the system comprises a 
policy manager located on a server... local client policy (col. 4, lines 19-30, Moriconi et al.). Moriconi et al. 
teach that an authorization. . .directory servers (col. 6, line 33 - col. 7, line 1 1 , Moriconi et al.). Moriconi et 
al teach that user of an object. . .the rule does not evaluate to "false" (col. 7, lines 25 - col. 8, line 31 , 
Moriconi et al.). Moriconi teaches that referring now to FIG. 3, a block diagram of one embodiment for 
non-volatile memory 138, located within client 1 16 of FIG. 1 , is shown. In the FIG. 3 embodiment, non- 
volatile memory 138 preferably includes an application guard 310 that grants or denies access to various 
components of client 1 16, as specified by a pre-determined policy. For example, various components of 
client 116 can include applications, data, and/or objects. In the FIG. 3 embodiment, application guard 



Application/Control Number: 10/084,880 Page 5 

Art Unit: 2112 

310 preferably includes at least one application 312, an authorization library program 314, an 
authorization engine program 316, and a local client policy 318 (fig. 3, col. 9, lines 10-20, Moriconi). 
Moriconi et al. also teach that local administrative policy 228 provides a set of policy rules specifying 
which users are authorized to access management station 212 (fig. 4, col. 9, lines 57-60, Moriconi et al.). 
Moriconi teaches that since the application guards 310 can be distributed among various clients 116, and 
each application guard 310 has its own specific local client policy 318 (col. 10, lines 18-20, Moriconi). 
Moriconi teaches that referring now to FIG. 9, a flowchart of one embodiment of menu option navigate 
tree 814 in management station 212 is shown. Navigate tree 814 provides a set of options for an 
administrator to add, delete, and/or modify features on server 1 12 or client 116. The features that an 
administrator may add, delete, and/or modify include global users 910, global roles 912, directories 914, 
local roles 916, local users 918, applications 920, application guards 922, and declarations 924. At step 
926, the system administrator may then exit from navigate tree 814 (fig. 9, col. 12, lines 31-40, Moriconi). 
Therefore, it would have been obvious to one of ordinary skill in the art at the time the invention was 
made to modify Cohen et al.'s patent with the teachings of Moriconi et al. by including an additional step 
of storing database user authorization in a central directory that is associated with one or more network 
nodes, the database user authorization comprising a user role, wherein the database user authorization is 
stored as one or more data objects in the central directory; receiving the user role at a local database 
network node from the central directory; determining a local policy having user privileges for the local 
database network node, wherein the local policy is determined by locally processing the user role that is 
at the central directory, wherein the act of locally processing is performed at the local database network 
node that is one of the one or more database network nodes that is associated with the central directory, 
wherein the local policy is different than another local policy determined at another local database 
network that is another one of the one or more database network node based on the user role; and 
granting the user privileges on the local database network node based upon the local policy. 

This modification would have been obvious to one of ordinary skill in the art, at the time the 
invention was made, because one of ordinary skill in the art would have recognized that it would provide 
the opportunity to provide more security in protecting the data using different roles for different users. 
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• As per claim 54, Cohen et al. and Moriconi et al. teach the additional limitations. 
Moriconi et al. teach the method, wherein the one or more privileges are locally defined at 
the one of the network nodes (col. 3, lines 63-67, col. 4, lines 19-30, Moriconi et al.). 

• As per claim 55, Cohen et al. and Moriconi et al. teach the additional limitations. 

Moriconi et al. teach the method, wherein the database user authorization is stored in the central directory 
such that central management of the user role may be performed (col. 6, line 33 - col. 7, line 11, Moriconi 
et al.). 

• As per claim 56, Cohen et al. and Moriconi et al. teach the additional limitations. 
Moriconi et al. teach the method, wherein the one or more privileges are not centrally defined at the 
central directory (col. 3, lines 63-67, col. 4, lines 34-48, Moriconi et al.). 

10. Claims 2-4, 11, 12, 13, 14, 15, 16, 17, 18 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Cohen etal. (US 6,178,511 B1)and Moriconi etal. (US 6,158,010) as applied to claim 
1 above, and further in view of Ferguson et al. (US 2002/0082818 A1). 

As per claim 2, Cohen et al. and Moriconi et al. substantially teach the claimed invention described in 
claim 1 (as rejected above). 

However Cohen et al. and Moriconi et al. do not explicitly teach the specific use of an LDAP-compatible 

directory. 

Ferguson et al. in an analogous art teach that this is accomplished by user authentication via a 
lightweight directory access protocol (LDAP) server that authenticates users within particular domain 
names that map to specific customer accounts (page 4, paragraph 41, Ferguson et al.). 
Therefore, it would have been obvious to one of ordinary skill in the art at the time the invention was 
made to modify Cohen et al.'s patent with the teachings of Ferguson et al. by including an additional step 
of using an LDAP-compatible directory. 

This modification would have been obvious to one of ordinary skill in the art, at the time the invention was 
made, because one of ordinary skill in the art would have recognized that using an LDAP-compatible 
directory would provide the opportunity to use a hierarchical structure for user authentication during login 
process. 



Application/Control Number: 10/084,880 Page 7 

Art Unit: 2112 

• As per claim 3, Cohen et al., Moriconi at al., and Ferguson et al. teach the additional limitations. 
Ferguson et al. teach the method in which the database user authentication information is stored at the 
central directory (page 4, paragraph 41, Ferguson et a!.). 

• As per claim 4, Cohen et al., Moriconi et al., and Ferguson et al. teach the additional limitations. 
Ferguson et al. teach the method in which the database user authorization is stored in a schema having a 
hierarchy of schema objects (page 4, paragraph 41 , Ferguson et al.). 

• As per claim 1 1 , Cohen et al., Moriconi et al., and Ferguson et al. teach the additional limitations. 
Ferguson et al. teach the method in which the one or more objects are stored in a security subtree in the 
central directory (figure 1, page 3, paragraph 36, Ferguson et al.). 

• As per claim 12, Cohen et al., Moriconi et al., and Ferguson et al. teach the additional limitations. 
Ferguson et al. teach the method in which administrative access is controlled to one or more data objects 
in the central directory (page 25, paragraph 196, Ferguson et al.) 

• As per claim 13, Cohen et al., Moriconi et al., and Ferguson et al. teach the additional limitations. 
Ferguson et al. teach the method in which access control is implemented using an access control point 
associated with the one or more data objects in the central directory (page 19, paragraph 150, Ferguson 
et al.). 

• As per claim 14, Cohen et al., Moriconi et al., and Ferguson et al. teach the additional limitations. 
Ferguson et al. teach the method in which the access control point is associated with access policies for a 
subtree of the one or more database objects in the central directory (page 19, paragraph 145, Ferguson 
et al.). 

• As per claim 15, Cohen et al., Moriconi et al., and Ferguson et al. teach the additional limitations. 
Ferguson et al. teach the method in which the access control point is associated with access policies for a 
single entry for the one or more database objects in the central directory (page 19, paragraph 145, 
Ferguson et al.). 

• As per claim 16, Cohen et al., Moriconi et al., and Ferguson et al. teach the additional limitations. 
Ferguson et al. teach the method in which the access control point is associated with individually named 
users (page 18-19, paragraph 144-145, Ferguson etal.). 
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• As per claim 17, Cohen et al., Moriconi et al., and Ferguson et al. teach the additional limitations. 
Ferguson et al. teach the method in which the access control point is associated with a group of users 
(page 18-19, paragraph 144-145, Ferguson etal.). 

• As per claim 18, Cohen et al., Moriconi et al., and Ferguson et al. teach the additional limitations. 
Ferguson et al. teach the method in which members of the group are associated with a set of access 
privileges associated with the access control point (page 19, paragraph 145, 152, Ferguson et al.). 

1 1 . Claims 5-9 are rejected under 35 U.S.C. 103(a) as being unpatentable over Cohen et al. (US 
6,178,51 1 B1), Moriconi et al. (US 6,158,010), and Ferguson et al. (US 2002/0082818 Al) as applied to 
claim 4 above, and further in view of Gavrila et al. (US 2002/0026592 Al). 

As per claim 5, Cohen et al., Moriconi et al., and Ferguson et al. substantially teach the claimed invention 

described in claim 4 (as rejected above). 

However Cohen et al., Moriconi et al., and Ferguson et al. do not explicitly teach the specific use of the 
method in which the hierarchy of schema objects comprises an enterprise role, wherein the enterprise 

role is associated with one or more users and one or more locally defined roles. 

Gavrila et al. in an analogous art teach that this invention makes use, in yet a further aspect, of both local 
and global groups for the instantiation of roles on multiple computer hosts, to implement nested groups 
and to enable the integration of extant host computers, which include local user accounts and groups 
defined on independent servers and workstations, within large distributed operating systems (abstract, 
Gavrila et al.). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the invention was 
made to modify Cohen et al.'s patent with the teachings of Gavrila et al by including an additional step of 
using the method in which the hierarchy of schema objects comprises an enterprise role, wherein the 
enterprise role is associated with one or more users and one or more locally defined roles. 
This modification would have been obvious to one of ordinary skill in the art, at the time the invention was 
made, because one of ordinary skill in the art would have recognized that it would provide the opportunity 
to define a global role to associate the users with the authorization to access local databases. 
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• As per claim 6, Cohen et al., Moriconi et al., Ferguson et al. and Gavrila et ai. teacli tlie additional 
limitations. 

Gavrila et al. teach that the privileges associated with the one or more locally defined roles are assigned 
to the one or more users (abstract, page 3, paragraph 22, Gavrila et al.). 

• As per claim 7, Cohen et al., Moriconi et al., Ferguson et al. and Gavrila et al. teach the additional 
limitations. 

Gavrila et al. teach the method in which the hierarchy of schema objects comprises an enterprise domain, 
wherein the enterprise domain comprises one or more enterprise roles (page 2, paragraph 10, Gavrila et 
al.). 

• As per claim 8, Cohen et al., Moriconi et al., Ferguson et al. and Gavrila et al. teach the additional 

limitations. 

Gavrila et al. teach the method in which each of the one or more enterprise roles is associated with one 
or more users and one or more locally defined roles (abstract, Gavrila et al.). 

• As per claim 9, Cohen et al., Moriconi et al., Ferguson et al. and Gavrila et al. teach the additional 
limitations. 

Gavrila et al. teach the method in which the enterprise domain is associated with one or more network 

nodes (page 3, paragraph 22, Gavrila et al.). 

12. Claims 19-24, 26-38 are rejected under 35 U.S.C. 103(a) as being unpatentable over Cohen et al. 
(US 6,178,51 1 B1) in view of Moriconi et al. (US 6,158,010), Ferguson et al. (US 2002/0082818 Al) and 
Gavrila et al. (US 2002/0026592 Al ). 

As per claim 19, Cohen et al. teach a system for managing user access information for one or more 
database network nodes, comprising: one or more local database network nodes for which user access is 
sought; and the user access information data objects comprising authentication (fig. 2, col. 4, lines 35-45, 
lines 61-67, col. 5, lines 16-40, Cohen et al.). 

However Cohen et al. do not explicitly teach the specific use of a LDAP directory; the one or more 
local database network nodes are associated with the LDAP directory; and user access information data 
objects stored in the LDAP directory. 
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Ferguson et al. in an analogous art teach that this database 302 may be accessed by the various 
agents 304A, 304B, 304C, whose level of access may be determined by a hierarchy of trust component 
306. This is accomplished by user authentication via a lightweight directory access protocol (LDAP) 
server that authenticates users within particular domain names that map to specific customer accounts. 
The hierarchy of trust component 306 interprets the data related to it from the database 302, and 
communicates this data, or the interpretation thereof to the various agents 304A, 304B, 304C, and/or the 
user interface 308 (figure 3, page 4, paragraph 41, Ferguson et al.). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the invention 
was made to modify Cohen et al.'s patent with the teachings of Ferguson et al. by including an additional 
step of using a LDAP directory; the one or more local database network nodes are associated with the 
LDAP directory; and user access information data objects stored in the LDAP directory. 

This modification would have been obvious to one of ordinary skill in the art, at the time the 
invention was made, because one of ordinary skill in the art would have recognized that it would provide 
the opportunity to use a hierarchical structure for user authentication during login process. 

Cohen et al. also do not explicitly teach the specific use of the user access information data 
objects comprising authorization information, wherein the authorization information is associated with a 
scope of access for a user; one of the collection of roles associated with a privilege that is locally defined 
at one of the one or more database network nodes; wherein the one or more local database network 
nodes determines a local policy having the privilege for the local database network node, wherein the 
privilege is determined by locally processing the one of the collection of roles from the directory, wherein 
the act of locally processing is performed at the local database network node that is one of the one or 
more database network nodes that is associated with the directory, wherein the local policy is different 
than another local policy determined at another one of the one or more database network node based on 
the enterprise role. 

However Moriconi et al. in an analogous art teach a system that combines a centrally managed 
policy database with distributed authorization (access control) services that enforce the policy for all 
applications across the organization (col. 3, lines 63-67, Moriconi et al.). Moriconi et al teach that the 
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system comprises a policy manager located on a server... local client policy (col. 4, lines 19-30, Moriconi 
at al.). Moriconi at al. taach that an authorization... directory servers (col. 6, line 33 - col. 7, line 11, 
Moriconi et a!.). Moriconi et al teach that user of an object... the rule does not evaluate to "false" (col. 7, 
lines 25 - col. 8, line 31 , Moriconi et al.). Moriconi teaches that referring now to FIG. 3, a block diagram of 
one embodiment for non-volatile memory 138, located within client 1 16 of FIG. 1 , is shown. In the FIG. 3 
embodiment, non-volatile memory 138 preferably includes an application guard 310 that grants or denies 
access to various components of client 1 16, as specified by a pre-determined policy. For example, 
various components of client 116 can include applications, data, and/or objects. In the FIG. 3 
embodiment, application guard 310 preferably includes at least one application 312, an authorization 
library program 314, an authorization engine program 316, and a local client policy 318 (fig. 3, col. 9, lines 
10-20, Moriconi). Moriconi et al. also teach that local administrative policy 228 provides a set of policy 
rules specifying which users are authorized to access management station 212 (fig. 4, col. 9, lines 57-60, 
Moriconi et al.). Moriconi teaches that since the application guards 310 can be distributed among various 
clients 116, and each application guard 310 has its own specific local client policy 318 (col. 10, lines 18- 
20, Moriconi). Moriconi teaches that referring now to FIG. 9, a flowchart of one embodiment of menu 
option navigate tree 814 in management station 212 is shown. Navigate tree 814 provides a set of 
options for an administrator to add, delete, and/or modify features on server 1 12 or client 116. The 
features that an administrator may add, delete, and/or modify include global users 910, global roles 912, 
directories 914, local roles 916, local users 918, applications 920, application guards 922, and 
declarations 924. At step 926, the system administrator may then exit from navigate tree 814 (fig. 9, col. 
12, lines 31-40, Moriconi). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the invention 
was made to modify Cohen et al.'s patent with the teachings of Moriconi et al. by including an additional 
step of using the user access information data objects comprising authorization information, wherein the 
authorization information is associated with a scope of access for a user; one of the collection of roles 
associated with a privilege that is locally defined at one of the one or more database network nodes; 
wherein the one or more local database network nodes determines a local policy having the privilege for 
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the local database network node, wherein the privilege is determined by locally processing the one of the 
collection of roles from the directory, wherein the act of locally processing is performed at the local 
database network node that is one of the one or more database network nodes that is associated with the 
directory, wherein the local policy is different than another local policy determined at another one of the 
one or more database network node based on the enterprise role. 

This modification would have been obvious to one of ordinary skill in the art, at the time the 
invention was made, because one of ordinary skill in the art would have recognized that it would provide 
the opportunity to provide more security in protecting the data using scope of access for different users. 

Cohen et al. also do not explicitly teach specifically that the user access information data objects 
are associated with an enterprise role, the enterprise role comprising a collection of roles. 

However Gavrila et al. in an analogous art teach local and global groups for the instantiation of 
roles on multiple computer hosts (abstract, Gavrila et al.). Gavrila et al. also teach role instances of a role 
on a host computer or set of host computers... both instances were derived on the same set of host 
computers (page 3, paragraph 22, Gavrila et al.). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the invention 
was made to modify Cohen et al.'s patent with the teachings of Gavrila et al. by including an additional 
step of using the user access information data objects associated with an enterprise role, the enterprise 
role comprising a collection of roles. 

This modification would have been obvious to one of ordinary skill in the art, at the time the 
invention was made, because one of ordinary skill in the art would have recognized that it would provide 
the opportunity to define a global role to associate the users with the authorization to access local 
databases. 

• As per claim 20, Cohen et al., Moriconi et al., Ferguson et al. and Gavrila et al. teach the 
additional limitations. 

Gavrila et al. teach the system in which the user access information data objects comprise a domain 
object that is associated with the one or more database network nodes (page 8, paragraph 98-99, Gavrila 
et al.). 
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• As per claim 21 , Cohen et al., Moriconi et al., Ferguson et al. and Gavrila et ai. teacli tlie 
additional limitations. 

Gavrila et al. teach the system in which the domain object is associated with the enterprise role (page 8, 
paragraph 99, Gavrila et al.). 

• As per claim 22, Cohen et al., Moriconi et al., Ferguson et al. and Gavrila et al. teach the 
additional limitations. 

Gavrila et al. teach the system in which the enterprise role is associated with a local database role 
(abstract, page 3, paragraph 22, Gavrila et al.). 

• As per claim 23, Cohen et al., Moriconi et al., Ferguson et al. and Gavrila et al. teach the 
additional limitations. 

Gavrila et al. teach the system in which the scope of the local database role is locally defined at a local 
database network node (page 3, paragraph 22, Gavrila et al.). 
Ferguson et al. teach database (page 4, paragraph 41, Ferguson et al.). 

• As per claim 24, Cohen et al., Moriconi et al., Ferguson et al. and Gavrila et al. teach the 
additional limitations. 

Gavrila et al. teach the system in which the enterprise role is associated with another user (page 3, 
paragraph 22, Gavrila et al.). 

• As per claim 26, Cohen et al., Moriconi et al., Ferguson et al. and Gavrila et al. teach the 
additional limitations. 

Ferguson et al. teach the system in which the user access information data objects comprise an access 
control point attribute (page 18-19, paragraph 144-145, Ferguson etal.). 

• As per claim 27, Cohen et al., Moriconi et al., Ferguson et al. and Gavrila et al. teach the 
additional limitations. 

Ferguson et al. teach the system in which the access control point attribute is established only if access 
control policies are established for a corresponding object (page 19, paragraph 145, Ferguson et al.). 

• As per claim 28, Cohen et al., Moriconi et al., Ferguson et al. and Gavrila et al. teach the 
additional limitations. 
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Ferguson et al. teach the system in which the access control point attribute is associated with access 
policies for a subtree in the user access information data objects stored in the LDAP directory (page 19, 
paragraph 145, Ferguson et a!.). 

• As per claim 29, Cohen et al., Moriconi et al., Ferguson et al. and Gavrila et al. teach the 
additional limitations. 

Ferguson et al. teach the system in which the access control point attribute is associated with access 
policies for a single entry in the user access information data objects stored in the LDAP directory (page 
19, paragraph 145, Ferguson etal.). 

• As per claim 30, Cohen et al., Moriconi et al., Ferguson et al. and Gavrila et al. teach the 
additional limitations. 

Ferguson et al. teach the system in which the access control point attribute is associated with individually 
named users (page 18-19, paragraph 144-145, Ferguson et al.). 

• As per claim 31 , Cohen et al., Moriconi et al., Ferguson et al. and Gavrila et al. teach the 

additional limitations. 

Ferguson et al. teach the system in which the access control point attribute is associated with a group of 
users (page 18-19, paragraph 144-145, Ferguson etal.). 

• As per claim 32, Cohen et al., Moriconi et al., Ferguson et al. and Gavrila et al. teach the 
additional limitations. 

Ferguson et al. teach the system in which members of the group are associated with a set of access 
privileges associated with the access control (page 18-19, paragraph 144-145, Ferguson et al.). 

• As per claim 33, Cohen et al., Moriconi et al., Ferguson et al. and Gavrila et al. teach the 
additional limitations. 

Ferguson et al. teach the system in which the user access information data objects comprise a mapping 
object that maps a database user to a database schema (page 4, paragraph 41 , Ferguson et al.). 

• As per claim 34, Cohen et al., Moriconi et al., Ferguson et al. and Gavrila et al. teach the 
additional limitations. 
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Ferguson et al. teach the system in which the mapping object affects a single user (page 4, paragraph 41 , 
Ferguson et al.). 

• As per claim 35, Cohen et al., Moriconi et al., Ferguson et al. and Gavrila et al. teach the 
additional limitations. 

Ferguson et al. teach the system in which the mapping object is associated with a full distinguished name 
(page 4, paragraph 41, Ferguson et al.). 

• As per claim 36, Cohen et al., Moriconi et al., Ferguson et al. and Gavrila et al. teach the 
additional limitations. 

Ferguson et al. teach the system in which the mapping object is associated with a plurality of users (page 
4, paragraph 41, Ferguson et al.). 

• As per claim 37, Cohen et al., Moriconi et al., Ferguson et al. and Gavrila et al. teach the 
additional limitations. 

Ferguson et al. teach the system in which the mapping object is associated with a partial distinguished 
name (page 4, paragraph 41, Ferguson et al ). 

• As per claim 38, Cohen et al., Moriconi et al., Ferguson et al. and Gavrila et al. teach the 
additional limitations. 

Gavrila et al. teach the system in which the enterprise role is associated with local database roles from a 
plurality of database nodes (abstract, Gavrila et al.). 

13. Claim 39 is rejected under 35 U.S.C. 103(a) as being unpatentable over Cohen et al. (US 

6,178,51 1 B1) in view of Moriconi et al. (US 6,158,010) and Gavrila et al. (US 2002/0026592 Al). 

As per claim 39, Cohen et al. teach a process for managing user access information for database network 

nodes, the process comprising: storing database user authentication information; receiving an access 

request from a user for the local database network node; authenticating the user based upon the 

database user authentication information (fig. 2, col. 4, lines 35-45, lines 61-67, col. 5, lines 16-40, Cohen 

etal.). 

However Cohen et al. do not explicitly teach the specific use of storing database user authorization in a 
central directory that is associated with one or more network nodes, the database user authorization 
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comprising a user role, wherein the database user authorization is stored as one or more data objects in 
the central directory; receiving the user role at a local database network node from the central directory; 
determining a local policy having user privileges for the local database network node, wherein the local 
policy is determined by locally processing the user role that is at the central directory, wherein the act of 
locally processing is performed at the local database network node that is one of the one or more 
database network nodes that is associated with the central directory; wherein the local policy is different 
than another local policy determined at another local database network node that is another one of the 
one or more database network node and the another local policy is based on the user role; and granting 
the user privileges on the local database network node based upon the local policy. 
Moriconi et al. in an analogous art teach a system that combines a centrally managed policy database 
with distributed authorization (access control) services that enforce the policy for all applications across 
the organization (col. 3, lines 63-67, Moriconi et al.). Moriconi et al teach that the system comprises a 
policy manager located on a server... local client policy (col. 4, lines 19-30, Moriconi et al.). Moriconi et al. 
teach that an authorization. . .directory servers (col. 6, line 33 - col. 7, line 1 1 , Moriconi et al.). Moriconi et 
al teach that user of an object... the rule does not evaluate to 'Talse" (col. 7, lines 25 - col. 8, line 31 , 
Moriconi et al.). Moriconi teaches that referring now to FIG. 3, a block diagram of one embodiment for 
non-volatile memory 138, located within client 1 16 of FIG. 1 , is shown. In the FIG. 3 embodiment, non- 
volatile memory 138 preferably includes an application guard 310 that grants or denies access to various 
components of client 1 16, as specified by a pre-determined policy. For example, various components of 
client 116 can include applications, data, and/or objects. In the FIG. 3 embodiment, application guard 
310 preferably includes at least one application 312, an authorization library program 314, an 
authorization engine program 316, and a local client policy 318 (fig. 3, col. 9, lines 10-20, Moriconi). 
Moriconi et al. also teach that local administrative policy 228 provides a set of policy rules specifying 
which users are authorized to access management station 212 (fig. 4, col. 9, lines 57-60, Moriconi et al.). 
Moriconi teaches that since the application guards 310 can be distributed among various clients 116, and 
each application guard 310 has its own specific local client policy 318 (col. 10, lines 18-20, Moriconi). 
Moriconi teaches that referring now to FIG. 9, a flowchart of one embodiment of menu option navigate 
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tree 814 in management station 212 is shown. Navigate tree 814 provides a set of options for an 
administrator to add, delete, and/or modify features on server 1 12 or client 116. The features that an 
administrator may add, delete, and/or modify include global users 910, global roles 912, directories 914, 
local roles 916, local users 918, applications 920, application guards 922, and declarations 924. At step 
926, the system administrator may then exit from navigate tree 814 (fig. 9, col. 12, lines 31-40, Moriconi). 
Therefore, it would have been obvious to one of ordinary skill in the art at the time the invention was 
made to modify Cohen et al.'s patent with the teachings of Moriconi et al. by including an additional step 
of storing database user authorization in a central directory that is associated with one or more network 
nodes, the database user authorization comprising a user role, wherein the database user authorization is 
stored as one or more data objects in the central directory; receiving the user role at a local database 
network node from the central directory; determining a local policy having user privileges for the local 
database network node, wherein the local policy is determined by locally processing the user role that is 
at the central directory, wherein the act of locally processing is performed at the local database network 
node that is one of the one or more database network nodes that is associated with the central directory; 
wherein the local policy is different than another local policy determined at another local database 
network node that is another one of the one or more database network node and the another local policy 
is based on the user role; and granting the user privileges on the local database network node based 
upon the local policy. 

This modification would have been obvious to one of ordinary skill in the art, at the time the invention was 
made, because one of ordinary skill in the art would have recognized that it would provide the opportunity 
to provide more security in protecting the data using different roles for different users. 

Cohen et al. also do not explicitly teach the specific use of a computer program product that includes a 
medium usable by a processor, the medium having stored thereon a sequence of instructions which, 
when executed by said processor, causes said processor to execute a process. 
However Gavrila et al. in an analogous art teach a computer program product containing computer 
readable code for causing a machine to perform the method (page 19, claim 22, Gavrila et al.). 
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Therefore, it would have been obvious to one of ordinary skill in the art at the time the invention was 
made to modify Cohen et al.'s patent with the teachings of Gavrila et al. by including an additional step of 
using a computer program product that includes a medium usable by a processor, the medium having 
stored thereon a sequence of instructions which, when executed by said processor, causes said 
processor to execute a process. 

This modification would have been obvious to one of ordinary skill in the art, at the time the invention was 
made, because one of ordinary skill in the art would have recognized that using a computer program 
product that includes a medium usable by a processor, the medium having stored thereon a sequence of 
instructions which, when executed by said processor, causes said processor to execute a process would 
provide the opportunity to execute the process faster and accurately. 

14. Claims 40-42, 44-51 are rejected under 35 U.S.C. 103(a) as being unpatentable over Cohen et al. 
(US 6,178,51 1 B1), Moriconi et al. (US 6,158,010) and Gavrila et al. (US 2002/0026592 Al) as applied to 
claim 39 above, and further in view of Ferguson et al. (US 2002/0082818 Al). 

As per claim 40, Cohen et al., Moriconi et al. and Gavrila et al. substantially teach the claimed invention 
described in claim 39 (as rejected above). 

However Cohen et al., Moriconi et al. and Gavrila et al. do not explicitly teach the specific use of the 
central directory comprising an LDAP-compatible directory. 

Ferguson et al. in an analogous art teach that this is accomplished by user authentication via a 
lightweight directory access protocol (LDAP) server that authenticates users within particular domain 
names that map to specific customer accounts (page 4, paragraph 41, Ferguson et al.). 
Therefore, it would have been obvious to one of ordinary skill in the art at the time the invention was 

made to modify Cohen et al.'s patent with the teachings of Ferguson et al. by including an additional step 
of using the central directory comprising an LDAP-compatible directory. 

This modification would have been obvious to one of ordinary skill in the art, at the time the invention was 

made, because one of ordinary skill in the art would have recognized that using the central directory 
comprising an LDAP-compatible directory would provide the opportunity to use a hierarchical structure for 
user authentication during login process. 
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• As per claim 41 , Cohen et al., Moriconi et al., Gavrila et al. and Ferguson et al. teacii tlie 
additional limitations. 

Ferguson et al. teach that the database user authentication information is stored at the central directory 
(page 4, paragraph 41, Ferguson et al.). 

• As per claim 42, Cohen et al., Moriconi et al., Gavrila et al. and Ferguson et al. teach the 
additional limitations. 

Ferguson et al. teach that the database user authorization is stored in a schema having a hierarchy of 
schema objects (page 4, paragraph 41 , Ferguson et al.). 

• As per claim 44, Cohen et al., Moriconi et al., Gavrila et al. and Ferguson et al. teach the 
additional limitations. 

Ferguson et al. teach that the one or more objects are stored in a security subtree in the central directory 
(figure 1, page 3, paragraph 36, Ferguson et al.). 

• As per claim 45, Cohen et al., Moriconi et al., Gavrila et al. and Ferguson et al. teach the 

additional limitations. 

Ferguson et al. teach that administrative access is controlled to one or more data objects in the central 
directory (page 25, paragraph 196, Ferguson et al.). 

• As per claim 46, Cohen et al., Moriconi et al., Gavrila et al. and Ferguson et al. teach the 
additional limitations. 

Ferguson et al. teach that access control is implemented using an access control point associated with 
the one or more data objects in the central directory (page 19, paragraph 150, Ferguson et al.). 

• As per claim 47, Cohen et al., Moriconi et al., Gavrila et al. and Ferguson et al. teach the 
additional limitations. 

Ferguson et al. teach that the access control point is associated with access policies for a subtree of the 
one or more database objects in the central directory (page 19, paragraph 145, Ferguson et al.). 

• As per claim 48, Cohen et al., Moriconi et al., Gavrila et al. and Ferguson et al. teach the 
additional limitations. 
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Ferguson et al. teach that the access control point is associated with access policies for a single entry for 
the one or more database objects in the central directory (page 19, paragraph 145, Ferguson et al.). 

• As per claim 49, Cohen et al., Moriconi et al., Gavrila et al. and Ferguson et al. teach the 
additional limitations. 

Ferguson et al. teach that the access control point is associated with individually named users (page 18- 
19, paragraph 144-145, Ferguson etal.). 

• As per claim 50, Cohen et al., Moriconi et al., Gavrila et al. and Ferguson et al. teach the 
additional limitations. 

Ferguson et al. teach that the access control point is associated with a group of users (page 18-19, 
paragraph 144-145, Ferguson etal.). 

• As per claim 51 , Cohen et al., Moriconi et al., Gavrila et al. and Ferguson et al. teach the 
additional limitations. 

Ferguson et al. teach that members of the group are associated with a set of access privileges associated 

with the access control point (page 19, paragraph 145, 152, Ferguson et al.). 

15. Claims 52, 53 are rejected under 35 U.S.C. 103(a) as being unpatentable over Cohen et al. (US 
6,178,511 B1)and Moriconi etal. (US 6,158,010) as applied to claim 1 above, and further in view of 
Franklin et al. (US 2001/0023440 Al). 

As per claim 52, Cohen et al. and Moriconi et al. substantially teach the claimed invention described in 
claim 1 (as rejected above). 

However Cohen et al. and Moriconi et al. do not explicitly teach the specific use of the method, wherein 
one of the one or more data objects comprises a distinguished name, wherein the distinguished name 

comprises a common name having a value for identifying a database. 

Franklin et al. in an analogous art teach that a user object 98 is associated with an individual user. The 
distinguished name 144 of FIG. 6 is exemplary of all distinguished names 124. Each distinguished name 
124 typically includes a common name 146 in association with a context 148. Context 148 may include 
acronyms, abbreviations, or other identifications of organizations, geography, logical relationships, and 
enterprises, as illustrated (fig. 5, 6, page 4, paragraph 53, Franklin et al.). 
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Therefore, it would have been obvious to one of ordinary skill in the art at the time the invention was 
made to modify Cohen et al.'s patent with the teachings of Franklin et al. by including the method, 
wherein one of the one or more data objects comprises a distinguished name, wherein the distinguished 
name comprises a common name having a value for identifying a database. 

This modification would have been obvious to one of ordinary skill in the art, at the time the invention was 
made, because one of ordinary skill in the art would have recognized that it would provide the opportunity 
to identify a database. 

• As per claim 53, Cohen et al., Moriconi et al. and Franklin et al. teach the additional limitations. 
Franklin et al. teach the method, wherein one of the one or more data objects comprises a distinguished 
name, wherein the distinguished name comprises a common name having a value for representing an 
administrative context, a root context, or a user-fined context (fig. 5, 6, page 4, paragraph 53, Franklin et 

al.). 
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